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KEY TOPICS

e Aligning business & cyber priorities with board
& regulatory expectations

o Identifying security threats, patterns & controls
with the help of emerging tech

e Consolidating & determining the value of cyber
tools for maximum business value

e The importance of leadership in times of crisis

WHO WILL ATTEND?

e CISOs

e CIOs

o Heads of Information Security
e Heads of Cyber

e Heads of IT

e Heads of Technology Risk



SUMMIT AGENDA

THURSDAY 14TH NOV 2024

8:30 REGISTRATION, COFFEE & NETWORKING

9:00 WELCOME REMARKS FROM CHAIRPERSON

RANSOMWARE ATTACK SCENARIO

In your tables, discuss how would handle a
ransomware attack at each stage of the incident

9:40 PANEL DISCUSSION: ALIGNING BUSINESS & CYBER
PRIORITIES WITH BOARD & REGULATORY
EXPECTATIONS

¢ Integrating strategic cyber priorities throughout the
organisation

¢ Finding common ground between board
expectations and cyber realities

¢ Changing the culture of accountability & mental
wellbeing in cyber security

10:20 ATTACK TRENDS: AN EXPOSE INTO THE NEW
WAVE OF PHISHING AS A SERVICE BASED ATTACKS

10:50 MORNING TEA & NETWORKING

11:20 PANEL DISCUSSION: IDENTIFYING SECURITY
THREATS, PATTERNS & CONTROLS WITH THE HELP OF
EMERGING TECH

¢ Using unique business requirements to inform
security architecture and support organisational
objectives

o Defending against generative Al enabled social
engineering

« Unpacking the potential of automated cyber
defence capabilities

« Adopting, deploying & integrating diverse
technology seamlessly with security controls

12:00 UNLOCKING THE POWER OF DATA
ANONYMISATION: SAFEGUARDING PRIVACY &
TRANSFORMING SECURITY

12:30 LUNCH & NETWORKING

Harnessing Al for Cyber Resilience: Navigating
emerging threats

Discussing strategies for securing critical digital
pathways in an ever-evolving threat landscape

From Zero Trust to Third-Party Access:
Strengthening security with identity fabrics
Building relationships with business leaders &
positioning cybersecurity as a business ally

The Path to Consolidation: Streamlining security
& network architectures

2:00 PANEL DISCUSSION: CONSOLIDATING &
DETERMINING THE VALUE OF CYBER TOOLS FOR
MAXIMUM BUSINESS VALUE

Determining priorities and minimising cyber solution
overlaps

Unpacking the pros & cons of centralised vs
specialised tool sets

Consolidating vendors and managing tool sprawl

2:40 HARMONISING YOUR ZERO TRUST STRATEGY

3:10 AFTERNOON TEA & NETWORKING

¥

3:30 KEYNOTE LOOKING TOWARDS 2030: AN
UPDATE FROM THE NATIONAL OFFICE OF CYBER
SECURITY

Actions progressed within Australia’s cyber security
strategy 2023-2030

Strategising for a future of resilience

4:00 CLOSING REMARKS

4:10 NETWORKING DRINKS

5:10 EVENT END




