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KEY TOPICS WHO WILL ATTEND?
e Unpacking the increasing roles & e CISOs
responsibilities of the CISO across the business e ClOs
¢ Understanding the current risk landscape & e Heads of Information Security
orchestrating comprehensive incident response o Heads of Cyber
o Discussing the future of Al powered cyber e Headsof IT

defence

e Heads of Technology Risk

¢ Assessing Singapore’s cybersecurity strategy &

cybercrime concerns



9:00 REGISTRATION, COFFEE & NETWORKING

9:30 WELCOME REMARKS FROM CHAIRPERSON

9:40 PANEL DISCUSSION: UNPACKING THE INCREASING
ROLES & RESPONSIBILITIES OF THE CISO ACROSS THE
BUSINESS

o Effectively communicating risk throughout the
organisation

e Balancing business efficiency with cyber resilience

e Controlling the shift in the threat landscape due to
business-wide digitalisation

¢ Changing the culture of accountability in cyber
security

10:20 BEST PRACTICES FOR SECURING YOUR MULTI-
CLOUD ENVIRONMENTS

10:50 SPEED NETWORKING

11:00 MORNING TEA & NETWORKING

11:30 PANEL DISCUSSION: UNDERSTANDING THE

CURRENT RISK LANDSCAPE & ORCHESTRATING

COMPREHENSIVE INCIDENT RESPONSE

e Determining vulnerabilities to expose potential
threats & risk

¢ Finding the balance between accessibility of data &
protection

e The increasing importance of third party risk
management & emerging technologies

e Recovery & regaining trust after a cyber breach

12:10 STRENGTHENING CYBER SECURITY: HARNESSING
THE POWER OF Al/ML

12:40 LUNCH & NETWORKING

1:30 INTERACTIVE WORKSHOPS

Leveraging Security Automation Tools for
Enhanced Protection

The Evolving Landscape of Adversarial Al & its
Implications for Cybersecurity

Third Party Risk & Software Supply Chain Security
Security Awareness & Resilient Risk Culture
Determining the Strength of Security Programs;
Vulnerability & Penetration Testing

User & Entity Behaviour Analytics - Detect and
respond to anomalous user behavior

2:10 PANEL DISCUSSION: THE FUTURE OF Al POWERED
CYBER THREAT DEFENCE

¢ How Al is disrupting the cyber security landscape

o Artificial Intelligence as an enabler of cyber crime

e Establishing guardrails around emerging technology

e The potential of fully leveraging Al to identify
anomalies

2:50 DETERMINING THE STRENGTH OF YOUR SECURITY
PROGRAMS; VULNERABILITY & PENETRATION TESTING

3:20 AFTERNOON TEA & NETWORKING

BYTEDANCE: NAVIGATE CONFLICTING
REGULATIONS IN HIGH-RISK ENVIRONMENTS
OF DIFFERENT JURISDICTIONS

Arun Chaudhary, Global IT Risk and Compliance
Manager, ByteDance

4:10 CLOSING REMARKS

4:20 NETWORKING DRINKS

5:20 EVENT END
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