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KEY TOPICS WHO WILL ATTEND?

¢ Communicating the operational & business value e CISO's

e CIO's

e Heads of IT Security

e Heads of Cyber

e Heads of Information Security

of cyber security

e Understanding threat vectors & addressing cyber
risks

¢ Creating a holistic Incident Response Plan &
improving cyber defence

« Uplifting cyber culture, awareness and » Heads of Technology Risk

governance

#FOREFRONTEVENTS



Summit Agenda

WEDNESDAY, OCTOBER 11, 2023

8:30 REGISTRATION, COFFEE & NETWORKING

9:00 WELCOME REMARKS FROM CHAIRPERSON

9:10 ATTENDEE SPOTLIGHT

Vulnerabilities test exercise

9:40 PANEL DISCUSSION: COMMUNICATING THE
OPERATIONAL & BUSINESS VALUE OF CYBER SECURITY

e Breaking down the risks and technical jargon of
cyber to board members

¢ Highlighting the rewards of existing and proposed
cyber programs

¢ Assessing new and emerging regulations and the
culpability of executives

¢ Balancing business efficiency with cyber resilience

10:20 CASE STUDY: THE PILLARS OF CYBER RESILIENCE:
DISCOVER, PROTECT & CONTROL

10:50 MORNING TEA & NETWORKING

11:20 PANEL DISCUSSION: UNDERSTANDING THREAT
VECTORS & ADDRESSING CYBER RISKS

¢ Navigating the challenges of a growing threat
landscape

e Assessing and prioritising threat & risk vectors

¢ Maintaining cyber resilience with cloud expansion

¢ Tailoring your governance framework to limit cyber
risk exposure

12:00 CASE STUDY: SIMPLIFYING SECURITY WITH
VENDOR CONSOLIDATION

12:30 LUNCH & NETWORKING

1:20 INTERACTIVE WORKSHOPS

ASSESSING THE VALUE OF PREVENTATIVE CONTROLS
IN REDUCING CYBER BREACH IMPACT

HOW TO MITIGATE DATA LOSS & INSIDER RISK
AUTOMATION TO SPEED UP ALERT REVIEW TIMES,

REDUCE SOC TEAM STRESS AND REDUCE RISK
THE ROLE OF THREAT INTELLIGENCE IN MODERN
CYBERSECURITY

UNDERSTANDING SUPPLY CHAIN RISKS WITH
ADVANCED THREAT MODELLING

2:00 PANEL DISCUSSION: CREATING A HOLISTIC
INCIDENT RESPONSE PLAN & IMPROVING CYBER
DEFENCE

Determining vulnerabilities and preparing defence
capabilities

Best practice in tabletop exercises and incident
testing

Improving visibility of your network and It’s assets
Defining key roles and responsibilities

2:40 CASE STUDY: FROM INTELLIGENCE TO ACTION:
MASTERING THE ART OF RISK COMMUNICATION WITH
YOUR BOARD

3:10 AFTERNOON TEA & NETWORKING

3:30 KEYNOTE: SECURITY IN CRISIS? WHY CISO'S ARE
LEAVING THE INDUSTRY & WHY IT'S THEIR FAULT

4:00 CLOSING REMARKS FOLLOWED BY NETWORKING
DRINKS
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